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The novel coronavirus pandemic (COVID-19) has 
stressed the U.S. health care system in an unprec-
edented manner, highlighting both the system’s resil-
ience and fragility. The National Academy of Medicine’s 
(NAM) Health and Technology Interest Group spon-
sored a program at the 2020 NAM Annual Meeting 
focused on “Telehealth and Telemedicine: Accelerated 
Change in the Era of a Pandemic”, which emphasized 
both the promises and challenges observed during this 
recent period of accelerated innovation [1,2]. Stress 
points exposed by the diff usion of established and na-
scent telehealth technology uniquely refl ect existing 
ethical, legal, and fi nancial frameworks that have yet 
to fully evolve in order to meet these new and chang-
ing demands. These areas of fragility, which the pan-
demic exposed, underscore that much work remains 
to be done to ensure that protections, which apply to 
in-person health care, are thoughtfully extended to 
telehealth systems of care, while at the same time cat-
alyzing experimentation, innovation, and engagement 
by technologists, providers, and the communities that 
health and health care providers serve.

The widespread adoption of telemedicine clinic visits 
has revolutionized health care and improved accessi-
bility, and the emergence of digital biomarkers facili-
tates longitudinal monitoring with signifi cant benefi t 
during a global pandemic [3]. For example, patient-
generated recordings of heart rate, temperature, sleep 
patterns, and digital traces of purchases can be har-
nessed for early detection of symptoms, monitoring 
responses to specifi c treatments, and supporting be-
havioral modifi cations. Together with existing technol-
ogies, opportunities have expanded for applications 
of artifi cial intelligence (AI) in medicine. The implica-
tions for AI integration extend beyond the pandemic, 
with machine learning algorithms and smart sensors 
employed to augment the eff ectiveness of providers 

and improve patient outcomes under a variety of set-
tings. As one such example, deploying AI in health care 
may provide an enhanced capacity to support aging-
in-place by employing home-based thermal imaging to 
detect deteriorating balance early so as to intervene 
before a fall occurs [4,5].

The benefi ts derived from the rapid advancement 
of telehealth and digital technologies throughout 2020 
have been balanced by a greater understanding of re-
al-world limitations and defi ciencies. Technological in-
novation has undoubtedly ameliorated certain aspects 
of access to care, but has exacerbated others—par-
ticularly the ability to address the health care needs of 
racial and ethnic minorities and underserved commu-
nities. The unstated substrate of telehealth is access to 
Internet services. Yet, nearly one in three adults in the 
U.S. do not have access to broadband internet at home 
[6]. Moreover, machine learning algorithms trained on 
digital biomarkers are susceptible to embedded biases 
if underserved populations are unable to participate 
or contribute to the source data or algorithm develop-
ment, which in turn perpetuates pre-existing health 
disparities.

Despite the initial framework established by the In-
terstate Medical Licensure Compact [7], uncertainty 
continues to surround appropriate licensure and reim-
bursement for telehealth services. Furthermore, laps-
es in storing individuals’ monitoring data, from which 
digital biomarkers are computed, pose signifi cant le-
gal challenges. It is important to emphasize that these 
data are commonly sourced in intimate and personal 
settings, subsequently capturing incidental data that 
is not usually observed in clinical settings. As a result, 
without regulation to cover the broad spectrum of 
data now leveraged for telehealth, signifi cant potential 
patient vulnerability to data misuse will remain, includ-
ing identity theft; employment and insurance discrimi-
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nation; invasive marketing; and cultural stigma. All of 
these issues remain closely intertwined. For example, 
without intentional intervention, ambiguity in reim-
bursement will only exacerbate inequitable access to a 
myriad of services that over time will only be available 
through a telehealth medium.

Privacy, security, and ethical concerns will need to be 
addressed to mitigate patient and provider risk with-
out stifl ing health care innovation. Ethically, patients 
should benefi t from the use of their data with minimal 
risk. Mechanisms should be implemented to mini-
mize algorithmic bias that could exacerbate existing 
racial health disparities, and marginalized communi-
ties’ equal access to telehealth must become a priority. 
Rules promoting enhanced data stewardship are nec-
essary to mitigate risk and encourage telehealth inno-
vation, with such statutes striking an appropriate bal-
ance between over- and under-protection, as both can 
be harmful to patients and providers alike. Addressing 
the public mistrust of “big tech” and AI mandates a 
high level of transparency for patients and providers 
regarding data collection, use, dissemination, and ul-
timately, destruction. Establishing trust will be critical 
for clinically meaningful advancements to continue 
and fl ourish.

The COVID-19 pandemic unmasked the fragility of 
our nation’s health care system, but also illuminated 
the promise of telehealth and digital medicine. This 
important societal infl ection point warrants careful re-
fl ection to determine those aspects of telehealth which 
succeeded in advancing health care delivery and those 
that fell short, particularly with respect to racial and 
ethnic minorities, so that future telehealth approaches 
are fair, effi  cient, and equitable.

It is to be hoped that these insights will lead to the 
development of a multi-sectoral, inclusive framework 
that facilitates collaboration and engagement to em-
brace the challenges arising from this time of desta-
bilized health care delivery systems, accelerated inno-
vation, and rapid change. Collectively, our nation must 
leverage the full benefi ts of telehealth and digital medi-
cine with equity and purpose; in so doing, we may not 
only regain lost ground but progress in achieving bal-
anced and accessible health care delivery nationwide.
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